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F. MDS5 (Message Digest Algorithm 5)
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* Linux& - md5sum
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F. MDS5 (Message Digest Algorithm 5)
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 SEESTDIF DA DY =)L
= www.mscs.dal.ca/~selinger/md5collision/
* Download: evilize-0.2.tar.gz 7' 5
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http://www.mscs.dal.ca/~selinger/md5collision/
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" SR md5EZRIEZRICIEFastCollh d 5
= https://marc-stevens.nl/research/
» R—I—FB T DSoftwareDfastcollHh*H
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= apt-get install libboost-all-dev 1ib32z1-dev libbz2-dev
= o++ *.cpp *.hpp -lboost_program_options
-Iboost_filesystem -lboost_system
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= https://shattered.io
" 2P EERRELICH LWL

90HE- =6 0— K%

 SHA-1I1%17

DI RIAR128]

ICGoogleht .3 DIF7=

RELTINB(XTR)

I

w7 64bytefcht. BZRL 122D DpdfD=E

=SEIEMDS5ICE L

DYte —C\.\\ g


https://marc-stevens.nl/research/

Fl 22 3CER

* MD5 D115k
= ja.wikipedia.org/wiki/md5
= www.ipa.go.jp/security/rfc/RFC1321JA.html

= MD5 Collision Attack
= How to Break MD5 and Other Hash Functions. Xiaoyun
Wang and Hongbo Yu.
http://merlot.usc.edu/csac-t06/papers/Wang05a.pdf

= On Collision For Md5. M.M.J Stevens.
http://www.win.tue.nl/hashclash/On Collisions for MD5 —
M.M.dJ. Stevens.pdf
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« MD5 Collision Attack

» Katagaitai CTF#58% #5
https://www.slideshare.net/trmr105/katagaitai-ctf-5-crypto

= SHA-1 Collision Attack

* Google SHA-1DIE73 L
https://www.slideshare.net/herumi/googleshal
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